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Buffer overflows occur by accident more often than deliberate defects. It can happen when programmers dont restrict the size of data that can be written to a particular location in memory. They may decide, for example, to store a 32-bit number into a much larger location, expecting it not to fit. 6 Or they may decide
to store only 8-bit characters into memory, and then find that they can fit a higher-end value. If they dont specify that the field has a limit, memory will be allocated with no limits, allowing the new value to fit in the wrong place. The solution to this problem is to restrict the fields size. So these kind of flaws are

frequently called memory leaks: data doesnt get cleaned up even when it should. In the case of TCP/IP, theyre fixed at compile time, as a way to prevent them in the first place. The software tools that create code, called compilers, can detect this kind of problem before the code runs. For example, the compiler for
TCP/IP checks that characters it stores in a string do not exceed 255. Hackers and accidental cases of memory leaks arent the only ways that bugs get into software systems. A systemic problem in software development is that programmers do too little testing. In a 2007 study, Chris Butler of the Carnegie Mellon

Universitys software-research institute looked at what-if testing, and found that the average software project suffered from 100 or more bugs. These were located, and fixed, in testing. In a more recent project, his staff analyzed nineteen software-development projects at NASA, and found the average had 100 or more
bugs.
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At the end of the day, the costs arent always on average peoples computers. In many cases, the cost is distributed across hundreds of millions or billions of computers in other countries, all using the same tax code. If youre going to cheat on your taxes, this is a good place to start. When its all done, it results in some
general inequality between the people who are taxed and the people who arent. Since its against the law to cheat on your taxes, maybe it should be illegal to do so. It just might prevent some of the worst abuses in the future. As an example, the tax code in the US has a pretty complicated series of loopholes that are
designed to be used by wealthy people. The obvious way to exploit that loophole is to move your house to the Cayman Islands. Youll probably pay much lower taxes than you would in the US if you do that. And youll probably get a commission on doing the deal. Sounds like an opportunity, no? Not if theres someone
else doing it. Thats what happened in late 2017. A group of wealthy Americans figured out that this loophole wasnt just available for their benefit. Its actually available for the benefit of everyone in the Caymans, and they used it to redivide the wealth in the islands. The loophole was the mechanism, but the problem
lay in a loophole in the human system, the entire US tax code, and how it got passed. Theres more to come. Theres a lot more inequity in the US tax code that hasnt even been discovered yet. Anyone who thinks that its a fair system should be honest with themselves and think about how this equities trick could be

used to benefit themselves, and then how they might be the next person in line to profit from it. Thats the direction in which we think the next social hack will take us. 5ec8ef588b
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